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I. Introduction 

1. The Internet is a remarkable facilitator for exchanging ideas. Data posted on the Internet 
is transmitted by altering the amplitudes, frequencies, or phases of electromagnetic 
waves. System users send messages across borders through a series of interlinked servers. 
A variety of physical network media, such as Ethernet or Token Ring, transform 
electrical charges into the lines, letters, and pictures appearing on computer screens. 

                                                 
* Visiting Assistant Professor of Law, Chicago-Kent College of Law; Visiting Scholar, University of Wisconsin Law 
School, Institute for Legal Studies.  Thanks to Kelvin Datcher at Tolerance.org for identifying some hate groups’ 
Internet addresses. 
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2. Persons searching for educational or commercial providers can find a plethora of Web 
sites with interactive electronic dictionaries, newspapers, games, health care information, 
and government links.1  The list of services available on the Internet is limited only by 
human imagination and advances in computer technology, both of which improve 
rapidly.  Democracies benefit from this new technology because it facilitates the 
exchange of ideas and exploration of diverse views. 

3. However, not all Internet polemicists are democratically inclined.  The expansive reach 
of data transmission over the information superhighway has provided hate mongers with 
a huge forum to develop networks of intolerance, awaiting the opportunity to act against 
outgroup rights.  As of 2001, there were approximately 4,000 Web sites devoted to 
ethnocentrism, racism, anti-Semitism, and homophobia.2 These sites thrive in the United 
States because of the few controls on their activities. In this country, the espousal of a 
doctrine placing virtually unencumbered free speech above all other democratic values 
sometimes comes in conflict with indices linking hate speech3 to bias crimes.4 

4. This article argues that the state should prohibit persons and organizations from 
intentionally conveying racial animus through the Internet when their messages are 
substantially likely to produce bias motivated malfeasance. Given the transnational 
capacity of new technologies such as the World Wide Web, e-mails, and listservs 
domestic law alone will not sufficiently deter the dissemination of hate propaganda. 
Democratically administered countries will also need to enter into an international treaty 
for preventing terrorists and supremacists from indoctrinating volatile followers. 

5. The article begins by surveying some of the many hate group Web sites. It then reflects 
on the shortsightedness of United States jurisprudence about incendiary speech. Next, it 
canvasses several European countries’ laws against the dissemination of hate 
propaganda. The final part discusses technical aspects of Internet transmissions and 
proposes a law for curbing hate speech on the Internet. 

                                                 
1 See Administration Policy Statement, 58 Fed. Reg. 49,025, 49,026  (Sept. 21, 1993) (describing a variety of 
Internet resources). 
2 See Robert MacMillan, French, U.S. Courts Decline to Block Net Hate Speech, NEWSBYTES NEWS NETWORK, 
Nov. 8, 2001, at 2001 WL 23420148; see Louise Surette, New Laws to Curb Hate on Internet?: Symposium Urges 
Federal Action, GAZETTE (Montreal), Mar. 24, 1999, at A12. 
3 Mari Matsuda, Public Response to Racist Speech: Considering the Victim's Story, 87 MICH. L. REV. 2320, 2357 
(1989), characterizes dangerous hate speech as: “(1) The message is of racial inferiority; (2) The message is directed 
against a historically oppressed group; and (3) The message is persecutorial, hateful, and degrading.”  Additionally, 
hate speech is intended to harm the targets and is dangerous when it has a substantial probability of doing so. 
4 See Cedric Merlin Powell, The Mythological Marketplace of Ideas: R.A.V., Mitchell, and Beyond, 12 HARV. 
BLACKLETTER L.J. 1, 2 (1995); Michael J. Sniffen, American Rate of Hate Killings Very Alarming Surpasses 
Germany, Says FBI, N.Y. TIMES, June 29, 1994, at A20 (reporting FBI Director Louis Freeh’s statement that in 1993 
most hate crimes in the United States were motivated by racial bias).  In 1998, more than half the hate crimes in the 
United States were motivated by racial bias.  See Charles Dervarics, Congress Takes on Hate Crimes, ASAP, July 
20, 2000, at 7, available at LEXIS, News Group File, All. 



II. Hate Speech on the Internet 

6. Hate groups have been using the Internet for years. The World Trade Center bombing in 
New York on September 11, 2001 further enkindled their fury, not at terrorists but 
against traditional scapegoats. The most extreme of them, and there are many 
organizations in this category, save their sharpest barbs for attacking the civil liberties of 
minorities. The relatively inexpensive technologies necessary to run computer servers 
have enabled hate groups to rapidly increase their presence on the Internet by spreading 
ideologies through electronic pamphlets, books, and a variety of multimedia documents. 
They can also engage in real time discussions with similarly minded ideological 
devotees, even though they are physically hundreds of miles apart. These group meetings, 
think tanks, and strategy sessions can either be public or the messages can be encrypted 
for secure conversations with limited audiences. 

7. The Southern Poverty Law Center, which tracks online hate group sites, found that many 
groups extensively use the Internet to instigate violence against outgroups.5  The 
electronic medium has opened a vast geographic region, where the importation of racist 
rhetoric across borders allows previously isolated individuals to expand their spheres of 
influence. Hate groups use a variety of data streams to recruit followers including direct 
mailings and racist music.6 The ease with which racist messages can now be sent enabled 
David Lane, a member of a supremacist group called the Order, to propagandize from a 
federal penitentiary.7 During the trial of racist, mass murderer Richard Baumhammers, 
Tim Haney, a member of the Allegheny County Police Department in Pennsylvania, 
testified that computer records confiscated at Baumhammers’ home indicated his 
frequent visits to white supremacist Internet sites.8 During Michael Brad Magleby’s trial 
for violating federal civil rights laws, the United States Court of Appeals for the Tenth 
Circuit affirmed the District Court’s decision to allow testimony that Magleby spoke 
about accessing racist Internet sites.9 The counts against Magleby arose when he burned a 
cross on an interracial couple’s property, and prosecutors used evidence of his Internet 
site visits to prove that Magleby knew the significance of cross burning.10 

8. Civil Rights organizations, which record the spread of hate groups on the Internet, have 
found a steady increase in their numbers. The Simon Wiesenthal Center, a human rights 

                                                 
5 The Southern Poverty Law Center established tolerance.org to “use[] the power of the Internet to fight hate and 
promote tolerance.” Tolerance.org, About Us, at http://www.tolerance.org/about/index.html (last visited Aug. 14, 
2001); Southern Law Poverty Center, 163 and Counting ... Hate Groups Find Home on the Net, INTELLIGENCE 
REPORT, Winter 1998, at http://www.splcenter.org/intelligenceproject/ip-4e2.html (discussing how the World 
Church of the Creator's Web site targets children and encourages a "R[a]cial H[o]ly War"). 
6 See Hate groups recruiting via 'Net, CINCINNATI POST, July 16, 2001, available at 2001 WL 24525548. 
7 See White Supremacist Publishing Outlet Moves Operation from Idaho to Camden County, ASSOCIATED PRESS, 
Nov. 20, 2001, available at 2001 WL 30231074.  Lane was sentenced to 180 years in jail for conspiring to kill a 
Jewish radio talk-show host.  See Bill Morlin, A Petri Dish for Racism Supremacists’ Message Spreading Through 
Nation, Butler Says, MAIN NEWS, July 22, 1995, available at 1995 WL 8786395. 
8 Michael A. Fuoco, County Officer Specializes in Cyber Crime Cases, PITTSBURGH POST-GAZETTE, Sept. 4, 2001, 
available at 2001 WL 22224093. 
9 See United States v. Magleby, 241 F.3d 1306, 1308 (10th Cir. 2001). 
10 Id. at 1313. 

http://www.tolerance.org/about/index.html
http://www.splcenter.org/intelligenceproject/ip-4e2.html


organization, discovered that in 1995 there were approximately fifty hate groups with 
their own electronic bulletin boards.11 Two other groups dedicated to tracking racist hate 
group activities, Klanwatch and Militia Task Force, determined that with the aid of the 
Internet, in 1997, there was “an all-time high of 474 hate groups in the United States … a 
20% increase over 1996.”12  By 1999, the number of Internet sites promoting animus 
against “religious groups, visible minorities, women and homosexuals” grew to eight 
hundred.13 In 2000, hundreds of new Web pages and chat rooms threatening Jews 
bourgeoned.14 According to German North Rhine-Westphalia Justice Minister Joechen 
Dieckmann, the number of racist Internet sites with information in the German language 
increased three fold between 1999 to 2000.15 After the September 11th terrorist attack, 
many hate groups exploited the event to recruit new members.16 The Council of Europe 
found that as of 2001 there were 4,000 racist Web sites, and that 2,500 of them were 
based in the United States.17 

9. Among the groups spreading racial and ethnic animus on the Internet are the Ku Klux 
Klan and White Aryan Resistance.18 Their messages rely on prejudices that have long 
been used by bigots for justifying discriminatory behavior. On its Web site, the Neo-Nazi 
National Alliance blames Jews for United States immigration policy, susceptibility to 
terror, and for supposed media distortions.19 Another site maintains that Jews kill 
Christian children and use their blood in Passover matzah.20 The popular Stormfront Web 
site promotes white supremacism by providing worldwide links to other hate-filled 
Internet sites and offering for sale a variety of anti-Semitic pamphlets, T-shirts, and 
videos.21 The Aryan Nation enlists biblical passages to lend credence to its racist 
ideology.22 Racialcompact, a Web site devoted to supposed racial purity, advocates the 
creation of an independent, sovereign racial nation on United Sates territory.23 These 
groups, along with their many counterparts, use colorful graphics, games, while others 

                                                 
11 Steve Barmazel, #&?!!@*%$!: There Is No Stopping Hate Speech, 15 CAL. LAW. June, 1995, at 41. 
12 Richard A. Serrano, Internet Promotes a Surge in Hate Groups, Study Finds, L.A. TIMES, Mar. 4, 1998, at A10. 
13 Surette, supra note 2, at A12. 
14 See Antisemitic Internet Sites Multiply, JERUSALEM POST, Oct. 17, 2000, available at 
http://www.jpost.com/Editions/2000/10/17/LatestNews/LatestNews.13880.html. 
15 See Number of Extremist German Internet Sites Soar, AGENCE FRANCE-PRESSE, Aug. 22, 2001, available at 2001 
WL 24995978. 
16 See Larry Copeland, Hate Groups Using Sept. 11 To Further Causes, USA TODAY, Nov. 27, 2001, available at 
2001 WL 5477246. 
17 MacMillan, supra note 2, at 2001 WL 23420148. 
18 See Barmazel, supra note 11, at 41; Mark Mueller, Hate Groups Spewing Venom on Net, BOSTON HERALD, Sept. 
15, 1996, at 001, available at http://pqasb.pqarchiver.com/bostonherald/main/doc/000000017325514.html. 
19 See William Pierce, Great Masters of the Lie, NATIONAL ALLIANCE, at http://www.natall.com/pub/01/120801.txt 
(visited on Dec. 8, 2001). 
20 See Kathleen Schalch, The Dark Side of The Internet, ALL THINGS CONSIDERED, Oct. 21, 1997, available at 1997 
WL 12834034. 
21 See Stormfront White Pride World Wide, at http://www.stormfront.org (last visited Mar. 25, 2001). 
22 See http://www.nidlink.com/~aryanvic/index-E.html (visited Aug. 14, 2000). 
23 See Richard McCulloch, Racial Partition for Racial Preservation, THE RACIAL COMPACT, at 
http://www.racialcompact.com/partitionmap.html (visited Dec. 8, 2001). 

http://www.jpost.com/Editions/2000/10/17/LatestNews/LatestNews.13880.html
http://pqasb.pqarchiver.com/bostonherald/main/doc/000000017325514.html
http://www.natall.com/pub/01/120801.txt
http://www.stormfront.org/
http://www.nidlink.com/~aryanvic/index-E.html
http://www.racialcompact.com/partitionmap.html


have catchy music designed to attract children.24 One Web site sponsored a video game 
simulating a lynching.25 

10. Many hate groups on the Internet expressed ardent support for the September 11th 
terrorist attack on the World Trade Centers.26 Sheikh Omar Bakri Muhammad of the 
London based Islamist organization Al-Muhajiroun considered the terror attack in which 
approximately 3,000 people died to be a Muslim “determination to die for a just cause.”27 
A few days after the bombings, Al-Muhajiroun argued on its Website that the Taliban 
regime in Afghanistan was a pious government whom the United States was attacking to 
prevent the Taliban from establishing a Shari’ah, a state based on Islamic code.  Quoting 
from Islamic texts, Al-Muhajiroun adjured its readers to help “fight against the enemies 
of Allah.”28 Atallah Abu Al-Subh, writing on behalf of a Palestinian terrorist 
organization, Hamas, praised the Anthrax attacks perpetrated by unknown assailants in 
the United States: “Oh Anthrax … you have sown horror in the heart of the lady of 
arrogance, of tyranny, of boastfulness! … I thank you … May you continue to advance 
… to spread.  If I may give you a word of advice,” Al-Subh instructed Hamas 
sympathizers, “enter the air of those ‘symbols,’ the water faucets from which they 
drink….”29  Hate group sites also expressed increased support for Palestinian suicide 
bombing attacks against Israeli civilians. For instance, Sheikh Yusuf al-Qaradawi of the 
Muslim Brotherhood said that suicide bombings are the “kind of terror” that is 
“legitimate.  The Palestinian factions defending their land, such as Fatah, Hamas, or 
Islamic Jihad, are not terrorists.  [It is] a Jihad for the sake of Allah … every man has the 
right to become a human bomb and blow himself up inside this military society 
[Israel].”30  

11. The tragedy in New York has budded an ominous alliance between radical Islamists and 
white supremacists. Billy Roper, the National Alliance’s membership coordinator, posted 
a message supporting al-Qaeda, the organization behind the September 11th attack, 
stating, “Anyone who is willing to drive a plane into a building to kill Jews is alright by 
me … I wish our members had half as much testicular fortitude.”31 Aryan Action implied 
that Jews were in control of the American government and praised the September 11th 
attack, “Either you're fighting with the jews against al-Qaeda, or you support al-Qaeda 

                                                 
24 See, e.g., Stormfront.org for Kids, at http://kids.stormfront.org (visited Dec. 8, 2001). 
25 See Schalch, supra note 20. 
26 See Harold Brackman, 9/11 Digital Lies: A Survey of Online Apologists for Global Terrorism, available at 
http://www.wiesenthal.com/social/pdf/pdf_archive.cfm (last visited Dec. 8, 2001). 
27 Sheikh Omar Muhammad, A Muslim Activist Questioning Sheikh Omar Regarding the Recent Attack on USA, Al-
Muhajiroun, Sept. 11, 2001, quoted in id. 
28 Press Release, Al-Muhajiroun, U.S. At War with Islam (Sept. 16, 2001), at  http://www.almuhajiroun.com. 
29 Atallah Abu Al-Subh, Hamas on Anthrax, Bradynet Forum, at http://www.bradynet.com/bbs/mideast/100010-
0.html (Nov. 7, 2001). 
30 See Sheikh Yusuf al-Qaradwui, Muslim Brotherhood, Terror in America, MIDDLE EAST MEDIA & RESEARCH 
INSTITUTE, Sept. 25, 2001, quoted in Brackman, supra note 26. 
31 Paul H. B. Shin, U.S. Hate Groups Seen as Bioterror Suspects, N.Y. DAILY NEWS, Oct. 18, 2001, available at 
2001 WL 27984518. 

http://kids.stormfront.org/
http://www.wiesenthal.com/social/pdf/pdf_archive.cfm
http://www.almuhajiroun.com/
http://www.bradynet.com/bbs/mideast/100010-0.html
http://www.bradynet.com/bbs/mideast/100010-0.html


fighting against the jews.”32 Shortly after the attack, a Web site posted the following 
comments: “May the war be started … We can blame no others than ourselves for our 
problems due to the fact that we allow Satan's children, called Jews today, to have 
dominion over our lives.”33 

12. Many of these groups do not stop at discrimination and prejudice; they recruit Internet 
users to commit violence against outgroups and to propagandize white supremacy.34 
Notorious among these organizations is the World Church of the Creator, which calls 
followers to a “Racial Holy War” against nonwhites.35 On its Web page, the National 
Socialist Movement sports a swastika logo thereby showing their support for Nazism.36 
The cover of its magazine exclaims, “Total War Is the Shortest War!”37 It solicits people 
to contact the National Socialist headquarters and begin training, presumably to 
participate in their preparations for a race war.38 Patrick Henry On-Line provides an 
opportunity for interested racists and anti-Semites to contact and join numerous racist 
militias.39 Those militias, in turn, prepare their members for a race war.40 Civil War Two 
sponsors a racist and anti-Semitic secessionist page.41 These Internet sites advocate and 
further the violent aspirations of hate groups, seeking to increase their memberships. 

13. Resourceful hate groups are not ignorant of the power new technologies hold for 
increasing their sway. As Stormfront’s Don Black explained to the HBO television 
network, “The Internet is that opportunity we’ve been looking for … We never were able 
to reach the audience that we can now so easily and inexpensively.”42 Many hate groups 
have found safe havens in the United States because of the lenient First Amendment 
principles which courts here follow. The next section considers some of the difficulties 
facing the advocates of hate speech legislation. It traces many of the major Supreme 
Court decisions which hold sway in the hate speech arena. Later sections will then 
address how best to prevent the fomentation of racist attitudes. 

                                                 
32 Bob Woodward & Dan Eggen, FBI and CIA Suspect Domestic Extremists; Officials Doubt Any Links to Bin 
Laden, WASH. POST, Oct. 27, 2001, at A1. 
33 Ron Martz, Domestic Hate Groups Put Own Spin on War, ATLANTA J.- CONST., Nov. 25, 2001, at A1. 
34 See Tony Perry & Kim Murphy, White Supremacist, 3 Followers Charged with Harassing 4 Officials, L.A. 
TIMES, Nov. 11, 2000, at A20; Toby Eckert, Hate Groups Find Web Useful Tool to Spread Word, SAN DIEGO 
UNION-TRIB., Nov. 9, 1999, at A-11. 
35  See generally World Church of the Creator, W.C.O.T.C., at http:// www.rahowa.com (last visited Sept. 4, 2000). 
36 See National Socialist Movement, at http://www.nsm88.com (last visited Mar. 13, 2001). 
37 See National Socialist Movement, THE N.S.M. MAGAZINE, at http://www.nsm88.com/magazine.html (last visited 
Mar. 13, 2001). 
38 See National Socialist Movement, Why You Should Join the National Socialist Movement, at 
http://www.nsm88.com/join.html (last visited Mar. 13, 2001). 
39 See Patrick Henry On-Line, at http://www.mo-net.com/mlindstedt (last visited Sept. 4, 2000). 
40 See generally Southern Poverty Law Center, THE INTELLIGENCE PROJECT, at 
http://www.splcenter.org/intelligenceproject/ip-mainbtm.html (last visited May 19, 2001) (giving information on 
some of these groups). 
41 See Civil War Two, at http://www.civilwartwo.com (last visited Sept. 4, 2000). 
42 Diane Werts, How the Web Spawns Hate and Violence, NEWSDAY, Oct. 23, 2000, at B27. 

http:// www.rahowa.com/
http://www.nsm88.com/
http://www.nsm88.com/magazine.html
http://www.nsm88.com/join.html
http://www.mo-net.com/mlindstedt
http://www.splcenter.org/intelligenceproject/ip-mainbtm.html
http://www.civilwartwo.com/


III. Shortsightedness of U.S. Jurisprudence 

14. The lenient United States jurisprudence on hate speech has made this country an 
inadvertent haven for hate groups savvy in electronic-message transmission.43 The 
Supreme Court has held that penalty enhancement statutes punishing bias crimes are 
constitutional,44 but found laws against the dissemination of racist fighting words 
unconstitutional.45 Internet-based groups operating out of the U.S. can, with impunity, 
advocate for the persecution of minorities, commission of genocide, or Islamist jihad, as 
long as they are not explicitly calling for immediately harmful actions.  The three 
governing judicial doctrines relevant to regulating hate speech on new technological 
media are (1) the “imminent threat of harm” standard;46 (2) the “marketplace of ideas” 
concept;47 and (3) the content neutral requirement on fighting words regulation.48 The 
sections that follow detail the fundamental principles behind the predominant doctrines 
prohibiting the passage of hate speech legislation in the U.S. and then criticize their 
assumptions. 

A. Imminently Threatening Speech 

15. Significant First Amendment jurisprudence began in the early twentieth century, when 
Justice Oliver Wendell Holmes wrote a series of influential opinions. The first of these, 
Schenck v. United States,49 arose from constitutional issues surrounding the Espionage 
Act of 1917. Schenck was convicted and sentenced to six months in jail for printing and 
circulating pamphlets stating that forced conscription during World War I was a form of 
involuntary servitude, prohibited by the Thirteenth Amendment.50 Holmes held that 
Schenck intended to influence men to refuse to participate in the draft.51 In upholding 
Schenck’s conviction, Holmes formulated the still influential “clear and present danger” 
test: 

The question in every case is whether the words used are used in such 
circumstances and are of such a nature as to create a clear and present 
danger that they will bring about the substantive evils that Congress 
has a right to prevent. It is a question of proximity and degree.52 

Clearly present danger is analogous to someone “falsely shouting fire in a theater and 
causing a panic.”53 

                                                 
43 See Peter Finn, Neo-Nazis Sheltering Web Sites in the U. S., WASH. POST, Dec. 21, 2000, at A1. 
44 See Wisconsin v. Mitchell, 508 U.S. 476 (1993). 
45 See R.A.V. v. St. Paul, 505 U.S. 377 (1992). 
46 Brandenburg v. Ohio, 395 U.S. 444 (1969) (per curiam). 
47 Abrams v. United States, 250 U.S. 616, 630 (1919) (Holmes, J., dissenting). 
48 See R.A.V., supra note 45. 
49 Schenck v. United States, 249 U.S. 47 (1919). 
50 Id. at 49-51.  
51 Id. at 51. 
52 Id. at 52. 
53 See id. 



16. Holmes clarified the doctrine against inflammatory speech in a dissent to a later decision, 
Abrams v. United States.54 Abrams was a member of an anarchist group, which drafted a 
pamphlet opposing President Woodrow Wilson’s policy of sending troops to oppose the 
communist victory in Russia. Five members of the anarchist group were sentenced to 
twenty years in prison for printing the leaflet.55 

17. In his dissent, opposing Abrams’ conviction, Holmes asserted that, “It is only the present 
danger of immediate evil or an intent to bring it about that warrants Congress in setting a 
limit to the expression of opinion where private rights are not concerned.”56 For Holmes, 
the crucial factor was that while Abrams supported the sovereignty of the Russian 
government, he did not advocate overthrowing the U.S. government. Abrams was only 
prosecuted and convicted because he advocated communism, not because his words 
posed an immediate danger to the safety of the United States.57 Holmes’ dissent, then, 
represents his opposition to suppressing controversial political ideas. 

18. Based on the distinction between words expressing abstract ideas and those fomenting 
violence, the Court further clarified its position in Chaplinsky v. New Hampshire.58 In 
determining whether it is reasonably foreseeable that words will provoke a violent 
reaction, the Court evaluated how they would affect an “ordinary citizen.”59 These sorts 
of utterances are “fighting words” with “no essential part of any exposition of ideas, and 
are of such slight social value as a step to truth that any benefit that may be derived from 
them is clearly outweighed by the social interest in order and morality.”60 

19. The Supreme Court’s most recent pronouncement on the subject of incitement came in 
1969. Brandenburg v. Ohio established the principle on which courts continue to rely.61 
The Brandenburg Court enunciated the current rule for determining whether a statute, 
which was aimed at limiting incitement, infringes on individuals’ First Amendment 
rights. At issue was a film showing a speech in which the defendant, the leader of an 
Ohio Ku Klux Klan chapter, asserted that revenge might be taken against the United 
States government if it “continues to suppress the white … race.”62 Reversing the 
defendant's conviction, the Court held that the First Amendment guarantee of free speech 
prohibits the government from proscribing the “advocacy of the use of force or of law 
violation except where such advocacy is directed to inciting or producing imminent 
lawless action and is likely to incite or produce such action.”63 Further, the Court 

                                                 
54 250 U.S. 616, 624 (1919) (Holmes, J., dissenting). 
55 See Sheldon M. Novick, HONORABLE JUSTICE 329-32 (1989). 
56 Abrams, 250 U.S. at 628. 
57 Id. at 629-30 (1919) (Holmes, J., dissenting). The Supreme Court has repeatedly reaffirmed the rule that there is a 
constitutional difference between the mere advocacy of abstract theories justifying the use of violence and the actual 
preparations taken in furtherance of such theories.  See, e.g., Noto v. United States, 367 U.S. 290, 297-98 (1961).   
58 315 U.S. 568 (1942). 
59 See Cohen v. California, 403 U.S. 15, 20 (1971). 
60 Chaplinsky, 315 U.S. at 572. 
61 See 395 U.S. 444 (1969) (per curiam). 
62 Id. at 446.  The film also depicted hooded persons setting fire to a cross and carrying firearms.  See id. at 445. 
63 Id. at 447. 



declared the Ohio statute unconstitutional because it did not distinguish between persons 
calling for the immediate use of violence and those teaching an abstract doctrine about 
the use of force.64 

20. In taking the position that anti-incitement laws are constitutional only when they limit 
immediately dangerous expressions, the Court ignored a plethora of empirical evidence 
about the long-term effects of racist and ethnocentric propaganda. Often, ideologues 
prepare their followers for broad-based, organized destruction through systematic, long-
term indoctrination. Years of anti-Semitic propaganda preceded the Nazi atrocities 
against Jews, and generations of disparaging racism antedated constitutionally 
countenanced black slavery.65 After decades of repetition, when anti-Semitic and racist 
attitudes became the norm among common German and American citizens, popularly 
supported leaders were able to harness bigotry to kill and enslave. A wide array of 
historical documentation manifests how central sustained propaganda is to the gradual 
development of group hatred. The argument that only immediately inflammatory speech 
is socially dangerous is based on theory but not careful historical analysis.66 As a leading 
expert on the psychology of prejudice, Gordon Allport put it, “It is apparent … that under 
certain circumstances there will be stepwise progression from verbal aggression to 
violence, from rumor to riot, from gossip to genocide.”67 The inflammatory nature of hate 
propaganda is so volatile that many democratic countries, which Part IV surveys, have 
outlawed its dissemination even when there is no clear and present danger. 

21. Racist diatribe is not a progressive form of political discourse. Hate crimes and terrorist 
acts are not committed in a social vacuum. There is a close, and virtually necessary, 
connection between advocacy, preparation, coordination, infrastructure development, 
training, indoctrination, desensitization, discrimination, singular violent acts, and 

                                                 
64 See id. at 448-49 
65 See generally DANIEL JONAH GOLDHAGEN, HITLER'S WILLING EXECUTIONERS: ORDINARY GERMANS AND THE 
HOLOCAUST (Vintage Books 1997) (1996); JOHN WEISS, IDEOLOGY OF DEATH: WHY THE HOLOCAUST HAPPENED IN 
GERMANY (1996) (providing accounts of the gradual and extensive anti-Semitic indoctrination in Germany and 
Austria). The same statements calling for the death and disenfranchisement of Jews that were first made popular by 
fringe political parties operating at the turn of the twentieth century were later harnessed by the Nazis.  See generally 
LUCY S. DAWIDOWICZ, THE WAR AGAINST THE JEWS 1933-1945, 23, 45, 59 (1975); DONALD L. NIEWYK, THE JEWS 
IN WEIMAR GERMANY 48 (1980); Shmuel Ettinger, The Origins of Modern Anti-Semitism, in 2 THE ORIGINS OF THE  
HOLOCAUST 208 (Michael R. Marrus ed., 1989).  So many Germans and Austrians were complicit in the Holocaust 
because they had learned to view Jews as akin to unwanted vermin. See A. Bein, Modern Anti-Semitism and Its 
Effect on the Jewish Question, in 3 YAD VASHEM STUDIES 7, 14 n.19 (Shaul Esh ed., KTAV Publ'g House, Inc. 
1975) (1959) (citing Paul de Lagarde, Juden und Indogermanen: Ein Studie nach dem Leben 339 (1887)); Shulamit 
Volkov, Antisemitism as a Cultural Code: Reflections on the History and Historiography of Antisemitism in Imperial 
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systematic oppression.68 Angry words, spoken in the heat of the moment, may result in 
violence, but the entrenchment of outgroup hatred in an entire culture takes time and has 
far more impact than spontaneous aggression. On the other hand, the imminent threat of 
harm perspective insists that only fighting words that resemble the verbal taunting 
immediately preceding an unplanned riot are dangerous enough to justify legal 
intervention.69 The realities of how essential bias speech is to the popularization of 
nefarious social movements evinces that this view is too narrow. To give two examples: 
years of systematic government propaganda and frontier lore culminated in large scale 
Indian Removal in Jacksonian America, and centuries of dehumanizing Arabic discourse 
perpetuates contemporary black slavery in Mauritania.70 

22. Intolerant diatribe is inimical to the social well-being of multi-cultural societies.  
Government should act before an inflammatory organization moves from words to 
actions.71 It need not wait to arrest propagandists until they or their followers are on the 
verge of committing a suicide attack. Better to jail such vociferous ideologues that pose a 
reasonably foreseeable risk of indoctrinating new waves of terrorists than to wait until 
they have reaped destruction on humanity. The Internet is a new vehicle for spreading 
messages lauding the use of force against outgroups. The effect of purposefully 
aggressive messages on children, who might stumble onto them while surfing the Web, 
should not be taken for granted. Courts should adopt a more analytical approach that 
considers material evidence that goes beyond the catchy “imminent threat of harm” 
approach. 

23. Hate speakers aggravate their audience’s prejudiced attitudes by manipulating age-old 
stereotypes to embroil impressionable persons into engaging in deliberate discrimination. 
Relying on long-sustained group animus, messages that blame contemporary dilemmas 
on an outgroup are more likely to find a receptive audience than imminently violent 
words. The repetition of prejudice is an effective way for distracting people from the real 
causes of their socioeconomic problems. And such repetition breeds not only emotional 
anger but also a readiness to commit coordinated or isolated hate crimes.72 Where and 
when prejudices will lead to the perpetration of hate crimes is not always predictable. As 
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the majority of the Supreme Court stated in Gitlow v. New York: 

It cannot be said that the State is acting arbitrarily or unreasonably 
when in the exercise of its judgment as to the measures necessary to 
protect the public peace and safety, it seeks to extinguish the spark 
without waiting until it has enkindled the flame or blazed into the 
conflagration.73 

In light of historical information about the long-term power of hate speech and its 
crescendoing effect on intolerant attitudes, waiting until there is an impending threat to 
democracy is an unwarranted risk. 

B. Marketplace of Ideas 

24. Another of Justice Holmes’ contributions to First Amendment jurisprudence was the 
marketplace of ideas doctrine: 

[M]en … may come to believe even more than they believe the very 
foundations of their own conduct that the ultimate good desired is 
better reached by free trade in ideas–that the best test of truth is the 
power of the thought to get itself accepted in the competition of the 
market, and that truth is the only ground upon which their wishes 
safely can be carried out. That at any rate is the theory of our 
Constitution.74 

The Supreme Court has reaffirmed the continuing authority of this doctrine in a variety of 
different contexts.75 

25. At first glance it might seem Holmes asserted that the interchange of ideas ultimately 
leads to unquestionable analytical conclusions tending to improve self-expression. A 
close inspection of this doctrine reveals, somewhat surprisingly, that it sounds in social 
relativism rather than objectivism. 

26. To be consistent with his philosophic writings, Holmes could not have meant to forge the 
marketplace of ideas doctrine to protect fundamental rights because he rejected 
“[i]nalienable human rights and absolute principles of law.”76 The principal impetus 
behind laws, according to Holmes, is the will of those who are in power: “All that can be 
expected from modern improvements is that legislation should easily and quickly, yet not 
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too quickly, modify itself in accordance with the will of the de facto supreme power in 
the community….”77 The object of all legislation must be “the greatest good of the 
greatest number.”78 John Dewey, a leading Pragmatist, asserted that, “[a]t times, 
[Holmes'] realism seems almost to amount to a belief that whatever wins out in fair 
combat, in the struggle for existence, is therefore the fit, the good, and the true.”79  
Neither did Holmes shirk from the logical conclusion of his ideas.  He recognized that the 
“dominant forces of the community” had the right to impose a “proletarian dictatorship” 
against its weaker members.80 A government’s value, Holmes believed, lies in the extent 
to which it carries out the will of the powerful.81 Thus, Holmes recognized, and in fact 
advocated, that his marketplace of ideas doctrine could result in a dominant group ruling 
the country without any objective criteria for determining whether it was abusing its 
power. 

27. This legal philosophy leaves in doubt the safety of minority rights. The ingroup’s 
obligation to minorities is to cultivate “an educated sympathy” by enacting laws that will 
keep the latter’s losses at a minimum.82 Since force is the determining arbiter between 
groups with competing interests, minorities can only hope to institute their agenda if they 
gain power and dominate policy making.83 But, then, they too might be Machiavellians 
and act oppressively toward their antagonists. Force is the remedy between two groups 
with divergent world views.84 “If the welfare of the living majority is paramount, it can 
only be on the ground that the majority have the power in their hands.”85 Cataclysmic 
class, racial, political, and religious conflicts are inevitable in Holmes’ marketplace of 
ideas where competing ideas win not because they are socially better but because they 
represent the views of the most powerful group. If a radical group gains popular power 
after a hostile Internet campaign, then, it follows, that they can impose their vision of 
truth onto the rest of society. 

28. Contrary to the Madisonian tradition of speech, which regards the free exchange of ideas 
as the facilitator for civil liberties and political representation, Holmes’ view encourages 
populist factionalism, regardless of what principles it embraces.86 Holmes economic 
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model of speech, as a free market, favors persons and groups with more resources since 
they have greater access to technology, such as e-mails and listservs, than persons with 
less education and funding. What is more, Holmes lacked any mechanism for checking 
the majority from abusing its power. He recognized that the marketplace of ideas might 
lead to a proletariat dictatorship,87 but provided no theory to put out the fire of 
undemocratic, repressive movements. 

29. Justice Louis Brandeis, who joined Holmes in many dissents including Abrams, 
nevertheless held different views about the importance of speech.  Brandeis, unlike 
Holmes, regarded speech as beneficial for exposing falsehoods and preventing the 
formation of “tyrannies of governing majorities.”88 This is in contrast to Holmes’ 
determined support for any group that comes to power, even if that group practices 
autocratic rule. Brandeis’ devotion to free speech stems from his fear that its suppression 
will destabilize United States democracy: “[I]t is hazardous to discourage thought, hope 
and imagination; that fear breeds repression; that repression breeds hate; that hate 
menaces stable government; that the path of safety lies in the opportunity to discuss 
freely supposed grievances and proposed remedies.”89  Thus, Brandeis wanted to keep 
open avenues for disclosing political and civil grievances without fear of government 
retribution. But his view did not, as Holmes’, support the claim that hate speech on the 
Internet should be tolerated even if it might cause democratic instability. 

30. Hostile expressions do not contribute to the free flow of ideas. They do not test the 
legitimacy of democratic institutions because their very aim is to exclude outgroups from 
participating in policy debates. Just as with other anti-discrimination laws, such as those 
prohibiting exclusionary employment practice and housing discrimination, the 
prohibition of virulent animus would improve race relations and diminish arbitrary hate.90 
Organizations purposefully using new technologies to disseminate hatred, intent on 
hurting identifiable groups, can broaden their audience and substantially increase the 
likelihood of causing their desired end. For instance, given enough time and repetition, 
flashy Web sites advocating the piousness of committing suicide bombings may enkindle 
aggression against the targeted group.  This is particularly true when the electronic 
transmissions are part of a concerted campaign to de-legitimize the aspirations of a hated 
group. The marketplace of ideas makes no provisions for dealing with this modern day 
dilemma. 

31. False statements of fact regarding outgroups or individuals do not advance “uninhibited, 
robust, and wide-open”91 dialogue about social improvement.92 As with fighting words, 
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hate speech has no essential role in “any exposition of ideas, and [is] of such slight social 
value as a step to truth that any benefit that may be derived from [it] is clearly 
outweighed by the social interest in order and morality.”93 Purveyors of hate speech aim 
at spreading degrading falsities and proposing intolerant solutions which, like 
defamation, can be restricted without violating the First Amendment.94 The Internet is a 
new forum for forces bent on circulating group defamations worldwide and on recruiting 
adherents willing to commit violent acts against the hated other.  Expressing a derogatory 
or prejudiced opinion may well be benign, no matter how misguided, but expressing a 
reckless disregard or purposeful aim of convincing others to carry out injustices should 
be actionable. Information sent through cyberspace does not act in a surreal world. It 
threatens real people, entrenches racist attitudes, and therefore undermines social, 
political, and economic equality. 

32. Aside from the incompatibility of Holmes’ marketplace of ideas doctrine with 
multiethnic egalitarianism, it is manifestly inaccurate that the expression of hatred 
defuses racism, sexism, or homophobia.95 Even a brief survey of history indicates that 
false or exaggerated misrepresentations do not diminish the incidence of prejudice.96 To 
the contrary, history is replete with examples of large scale exploitation of propaganda in 
order to embed racism and ethnocentrism into socially acceptable language and political 
actions. Years of anti-Semitic speech in Germany preceded the rise of National Socialism 
and the perpetration of the Holocaust.97 The guards at Auschwitz, the railroad workers 
who managed the trains and rails that brought Jews to the death camps, and the ordinary 
Germans who turned in their Jewish neighbors were raised on rhetoric condemning Jews 
for German misfortunes and calling for their expulsion, extermination, and 
dispossession.98 Even when intolerant rhetoric is counterweighed by republican voices, as 
it was in the Weimar Republic, people often cling to the cultural prejudices that 
predominate through decades of repetition. In spite of the availability, in the ante-bellum 
United States, of abolitionist literature, slavery did not end through rational discourse.  
Senator John Calhoun’s pro-slavery dogma won the verbal sieges in the Old South.  It 
took a bloody civil war, initiated by an ideological commitment to black inferiority, to 
ratify the Thirteenth Amendment, prohibiting that institution. 

33. Democracy is not strengthened by the unregulated flow of menacing ideas sent from a 
terrorist group’s computer server. Calculatingly manipulated scientific data, maliciously 
fabricated derogations about the intellectual and economic attributes of people, and 
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concocted stereotypes do not advance deliberative democracy.99 Hate propaganda injures 
targeted groups because, instead of edifying audiences, it debases and foments 
insensitivity and brutality.100 The purveyors of Internet hate speech are not interested in 
spreading truth, rather they are out to augment their own power base and often do so by 
unconscionable means.  They settle differences of opinion by committing bias crimes 
rather than by rational discussion. The victims of calculated propaganda campaigns, 
whether they be the six million who died in the Holocaust or the innumerable number of 
persons in indigenous American tribes who were violently evicted from their ancestral 
homes, gain no solace from the fact that the fallacies that motivated their oppressors were 
eventually denounced. Their sufferings are irreversible, in spite of future rectifications.101 

C. Content Neutral Standard 

34. The most recent Supreme Court hurdle against enacting a statute prohibiting hate speech 
on the Internet is the content neutral standard for fighting words established by Justice 
Scalia’s majority opinion in R.A.V. v. St. Paul.102 The concurrences to that case are so 
significantly different from the majority opinion that knowing their conclusions is 
essential to understanding the current state of the common law. The case arose when 
juveniles set fire to a cross on a black family's lawn. They were charged with violating a 
St. Paul ordinance which made it a misdemeanor to publicly or privately display any 
symbols known to “arouse[] anger, alarm or resentment … on the basis of race, color, 
creed, religion or gender.”103  Scalia found that law an unconstitutional “content 
discrimination.”104 His view was that the ordinance violated the First Amendment 
because it prohibited the enumerated forms of inciteful speech, but tolerated 
unenumerated forms, such as those directed against persons’ political affiliation.105  
Scalia recognized that the City had a compelling interest in protecting the human rights 
of the “members of groups that have historically been subjected to discrimination.”106 
While St. Paul could have adopted a blanket prohibition against all fighting words, Scalia 
found it unconstitutional that legislators adopted laws intended only to prohibit some 
inflammatory messages.107 

35. All three concurrences complained that Scalia had significantly departed from precedent, 
which had long permitted some content-specific limitations on speech.  Justice Blackmun 
wrote that it was irreconcilable to hold that the state “cannot regulate speech that causes 
great harm unless it also regulates speech that does not.”  Blackmun thought R.A.V. to be 
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so significant a departure from traditional protections on speech that it would be an 
anomalous opinion that would “not significantly alter First Amendment 
jurisprudence.”108 Unlike Scalia, Blackmun found that no First Amendment principles 
were jeopardized by a law preventing “hoodlums from driving minorities out of their 
homes by burning crosses on their lawns.”109 To the contrary, Blackmun regarded it a 
“great harm” to prohibit St. Paul from penalizing racist fighting words because it “so 
prejudice[s] their community.”110 Justice Blackmun’s concurrence makes clear that he 
was not averse to hate speech laws; he nevertheless found the language of the St. Paul 
ordinance constitutionally overbroad.111 

36. Scalia’s opinion is itself content selective. Justice Stevens drew attention to the 
majority’s internal contradictions: On the one hand, Scalia recognized the state’s right to 
criminalize threats made against the president, finding that such language was outside 
First Amendment protections.112 Thus, the Court found it legitimate for government to 
single out one form of threatening speech because of their particularly dangerous nature. 
On the other hand, Scalia claimed that no law could single out one type of fighting words 
rather than any other as especially requiring government restrictions. Stevens further 
pointed out that the majority conceded that the state could regulate advertising in an 
industry that was more subject to fraud while not placing the same advertising 
restrictions on other industries. Such reasoning, Justice Stevens pointed out, would also 
allow legislatures to narrowly draft laws against biased speech: “Certainly a legislature 
that may determine that the risk of fraud is greater in the legal trade than in the medical 
trade may determine that the risk of injury or breach of peace created by race-based 
threats is greater than that created by other threats.”113 The problem for Stevens, just as 
for Blackmun, was that the St. Paul ordinance was overbroad.114 St. Paul could 
constitutionally target racist messages because they pose a greater threat of danger than 
other forms of speech; however, the ordinance in this case was poorly drafted. 

37. Justice Scalia’s opinion dismisses the numerous instances in which the Supreme Court 
found restrictions on speech constitutional. Content-based restrictions have been found 
constitutional in cases which dealt with operating adult theaters,115 threatening the 
President,116 electioneering within 100 feet of a polling place on election day,117 using 
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trade names,118 burning draft cards,119 and distributing obscene materials.120  This list 
indicates that constitutionally permissible content-specific restrictions involve both 
political and non-political expressions. Electioneering is a form of dialogue about the 
merits of various political candidates. Draft card burning also pertains to political 
statements, speaking against government involvement in military action or affirming the 
validity of pacifism. Speech which is not political, such as practicing medicine without a 
license, is also subject to regulations. 

38. Scalia’s holding in R.A.V. is incongruous with the numerous cases in which narrowly 
tailored and content-specific speech laws were found to be a legitimate use of 
governmental power. The majority turned a blind eye to St. Paul’s compelling reasons for 
focusing its attention to rooting out hate speech. The opinion manifests a lack of empathy 
for minority sensibilities about the threat hate speech poses to their communities. Even 
though the Court recognized that St. Paul had a compelling interest in passing the 
ordinance,121 it nevertheless held to a novel opinion, unsubstantiated by any 
sociohistorical analysis, about the regulation of content specific speech. 

39. One of Scalia’s greatest shortcomings in R.A.V. was his failure to reflect on whether 
racist hate speech infringes on victims’ fundamental rights in a more substantial way than 
laws against their expression. He did not balance the Fourteenth Amendment affirmation 
of equal protections against the value of free expression. Such a discussion would have 
been pertinent because, after all, the First Amendment was made applicable to the states 
through the Fourteenth.122 While the majority reflected on the danger narrowly tailored 
laws pose to racists’ autonomy right, absent is any meaningful consideration about the 
diminished sense of freedom experienced by those targeted by their speech. Neither did 
Scalia consider whether other black families, who were not directly targeted, were likely 
to be terrorized by the experience because of the violent history associated with cross 
burning.123 The holding focuses on the value of speech, while giving short shrift to the 
social harms associated with hate speech. 

40. Free speech is one of the fundamental rights protected under the Constitution, but 
conflicts sometimes arise between persons wanting to express themselves and the people 
affected by their speech. The R.A.V. majority did not balance bigots’ rights to express 
their views against the rights of vulnerable minorities to be free from the substantial risks 
hate groups pose through their content-specific indoctrination and recruitment. For 
instance, absent is any reflection on the symbolic meaning of cross burnings. That 
symbol, after all is not only expressive, but also motivational.  Cultural symbolism 
delimits people’s parameters of thought and influences their attitudes, behaviors, and 
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reactions.124 Cross burnings are meant to demean and increase support networks for 
persons with supremacist ideologies.125 To comprehend the public meaning of a given 
symbol, it is important to consider what it represents.126 Such an evaluation must reflect 
on the object and the context within which it appears.127 Social history is part of the 
context of racist expressions–they are used to interlink speakers and audiences through a 
racist past, a concurrent racist network, and mutually intolerant plans.  With the broad, 
and international reach of the Internet, the threat of galvanization and massive acts of 
oppression is greater than ever before because it can facilitate the creation of a concerted 
effort to undermine human rights. Bias motivated crimes might, in fact, be perpetrated in 
states other than those from which the message was sent. I argue in Part V that entering 
into an international extradition treaty against Internet hate speech would be the best way 
of dealing with these cross-boarder implications. 

41. Burning a cross on a black family’s lawn raises autonomy issues other than just those 
about the free speech of the actor.128 Hate speech engenders personal safety concerns in 
outgroup members, thereby inhibiting them from freely traveling in their own 
communities. Sometimes, fearing for their safety, minorities are forced to relocate. After 
a cross has been burnt on their lawn, a black family is likely to be leery about 
approaching its own house. The spread of bigotry diminishes autonomy. 

42. Reading the phrase “Congress shall make no law abridging freedom of speech” to 
prohibit all laws targeting content-based fighting words is simplistic. The underlying idea 
requires a thorough analysis of whether restrictions on expression are congruous with the 
obligations and aims of civil society.  In evaluating the constitutionality of hate speech 
laws, courts should not make a blanket prohibition against content regulations. Instead, 
courts should weigh the competing public interest of reducing conflict between various 
groups and the private or organizational speech interests involved in a controversy at 
issue.129  In Justice Felix Frankfurter’s words, “[T]he demands of free speech in a 
democratic society as well as the interest in national security are better served by candid 
and informed weighing of the competing interests, within the confines of the judicial 
process, than by announcing dogmas too inflexible for the non-Euclidian problems to be 
solved.”130 

43. R.A.V. recognizes, but does nothing to allay, the heightened danger cross burnings pose 
(not only to the immediate targets of intimidation, but also to a whole group of 
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people).131 Hate speech aimed at reducing an identifiable group’s rights or at instigating 
violence against it is not a legitimate form of political discourse. It does not further 
democratic ideals. To the contrary, destructive messages stratify society into competing 
camps rather than seeking mutual grounds for compromise designed to benefit all the 
various factions of the society while respecting the individual rights of its members. 
Unrestrained bias foments disunion and endangers the civil liberties guaranteed under the 
Constitution. More and more, the Internet is being used to undermine democracy by 
providing a far reaching medium for drawing together distantly situated hate groups. 

44. The current Supreme Court doctrine allows hate speech to wheedle away at U.S. 
tolerance and for terrorist organizations to systematically gather followers. They can later 
be induced to carry out violent acts. Hate speech does not contribute to dialogue on social 
and political justice; instead, it detracts by spreading rumors, innuendos, and outright 
libels.  The Supreme Court’s prohibition against content based laws targeting fighting 
words denies government the power to prevent hate groups operating out of the United 
States from spreading their messages throughout this nation and exporting them to other 
countries. Diatribes adjuring audiences to act intolerantly should not be given a chance to 
dominate the marketplace of ideas, even if their popularity will only be short lived. 
Internet communications designed to wound members of identifiable groups are not 
protected by the First Amendment. Hate speech aims to shut off dialogue, and not to add 
other voices to it. The First Amendment, as it applies to the states through the Fourteenth 
Amendment, is based on representative ideals, assuring that a powerful majority will not 
silence minority voices. Where only imminently harmful speech is deemed dangerous, 
hate groups can solicit contributions and recruit members more effectively through new 
technologies. They only need to bide their time until a large enough following is ready to 
act on democratically regressive belief systems. 

IV. Perspectives From Other Lands 

45. The Internet enables hate groups to transmit their messages internationally; therefore, to 
determine the plausibility of regulating hate speech on that medium we must evaluate 
other countries’ laws on hate speech. Particularly if the extradition treaty proposed in the 
following part of this essay will have any likelihood of success, other nations must be 
amenable to such a regimen. 

46. A brief survey of various democracies indicates that the United States’ aversion to laws 
prohibiting hate propaganda is anomalous amongst countries that protect free speech.  
Many nations’ laws recognize that hate speech poses a threat to outgroup dignitary rights 
and renders tenuous their participation in democratic institutions. There is a general 
consensus in post-WWII Europe that virulent bigotry perpetuates racism, anti-Semitism, 
and other prejudices.132  Countries that have enacted laws penalizing the distribution of 
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132 See Mahoney, supra note 69, at 803. 



hate propaganda include Austria, Belgium, Brazil, Canada, Cyprus, England, France, 
Germany, Hungary, India, Israel, Italy, Netherlands, Sweden, and Switzerland.133 

47. Several international conventions also affirm that the substantial threat to targets of hate 
speech outweighs the burden imposed on orators.  For instance the Convention on the 
Prevention and Punishment of the Crime of Genocide requires contracting parties to 
punish “[d]irect and public incitement to commit genocide.”134  The European 
Convention on the Protection of Human Rights and Fundamental Freedoms not only 
commits twenty-three party states to protecting the rights to free expression and opinion 
but also acknowledges other civil rights:  “The exercise of these freedoms … may be 
subject to such formalities, conditions, restrictions or penalties as are prescribed by law 
and are necessary in a democratic society, in the interests of … public safety, for the 
prevention of disorder or crime, for the protection of health or morals, for the protection 
of the reputation or rights of others….”135  These conventions are further strengthened by 
the U.N. Convention on the Elimination of All Forms of Racial Discrimination which 
commits governments to actions against hate speech: 

48. States Parties condemn all propaganda and all organizations which are based on ideas or 
theories of superiority of one race or group of persons of one colour or ethnic origin, or 
which attempt to justify or promote racial hatred and discrimination in any form, and 
undertake to adopt immediate and positive measures designed to eradicate all incitement 
to, or acts of, such discrimination, and to this end, with due regard to the principles 
embodied in the Universal Declaration of Human Rights and the rights expressly set forth 
in Article 5 of this Convention, inter alia: 

(a) Shall declare an offence punishable by law all dissemination of 
ideas based on racial superiority or hatred, incitement to racial 
discrimination, as well as all acts of violence or incitement to 
such acts against any race or group of other persons of another 
colour or ethnic origin, and also the provision of any assistance to 
racist activities, including the financing thereof; 

(b) Shall declare illegal and prohibit organizations, and also 
organized and all other propaganda activities, which promote and 
incite racial discrimination, and shall recognize participation in 
such organizations or activities as an offence punishable by law; 

(c) Shall not permit public authorities or public institutions, national 
or local, to promote or incite racial discrimination.136 
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While the United States signed on in 1966, the Senate only ratified the Convention in 
1994 along with several eviscerating reservations to preserve United States hate speech 
jurisprudence.137 To the contrary, most other signatories have enacted domestic laws 
pursuant to the terms of the Convention.138 

49. European countries have increasingly incorporated the provisions of these treaties into 
their domestic laws.  For instance, pursuant to the Convention on the Elimination of All 
Forms of Racial Discrimination, Austria enacted § 283 to its Penal Code.  It created a 
criminal cause of action against anyone who jeopardizes public order by inciting 
hostilities against persons based on their “religious denomination, race, nation, ethnic 
group or State.”139  France, another signatory to the Convention, passed Act No. 72-546 
of 28 July 1972, proscribing “incitement to discrimination; defamation of an individual 
based on his origin, or his membership or lack thereof in a particular ethnic, national, 
racial or religious group; and injurious behaviour directed against an individual for those 
same reasons.”140  Italy, which is also a party to the Convention, passed Italian Decree-
Law 122 providing a criminal penalty against “organizations, associations, movements or 
groups aiming to incite to discrimination or violence on racial, ethnic, national or 
religious grounds.”141 

50. England also recognized dangers associated to the fascist uses of hate speech.  Its earliest 
attempt to curb such intentional behavior was Article 5 of the Public Order Act of 
1936.142 The law was further bolstered in 1965 with section 6 of the British Race 
Relations Act, which removed the intent requirement, making it an offense to simply stir 
up hatred against a racial group.143   Even inflammatory scientific and religious works 
became subject to prosecution.144  The latest barb in England’s efforts against hate speech 
is the Public Order Act of 1986.  Section 17 of the latter act defines “racial hatred” as 
“hatred against a group of persons in Great Britain defined by reference to colour, race, 
nationality (including citizenship) or ethnic or national origins.”  Persons are subject to 
arrest when they either intentionally stir racial hatred or “having regard for all the 
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circumstances[ ] racial hatred is likely to be stirred up thereby.”145  British laws curb 
discriminatory speech regardless of whether it poses any imminent danger.  The focus, 
rather, is on determining whether the speech at issue contributes to the spread of racism 
or ethnocentrism and has the potential to harm representative democracy.146 

51. Canada has one of the most progressive laws against hate speech.  That vibrant 
democracy recognizes the fundamental importance of free speech, making it “subject 
only to such reasonable limits prescribed by law as can be demonstrably justified in a 
free and democratic society.”147  Public incitement to hatred is criminally punishable in 
Canada: “Every one who, by communicating statements in any public place, incites 
hatred against any identifiable group where such incitement is likely to lead to a breach 
of the peace is guilty of (a) an indictable offence and is liable to imprisonment for a term 
not exceeding two years; or (b) an offence punishable on summary conviction.”148  Two 
years in prison is the penalty for willfully promoting hatred through public statements 
directed against an identifiable group,149 and inciting others to commit genocide carries a 
potential of five years imprisonment.150  The Canadian Supreme Court has confirmed the 
constitutionality of these provisions in several high profile cases.151 

52. Canada and Germany have been quick to act against the particular problem hate speech 
on the Internet poses in their societies.  There is a particular risk of Internet sites 
transmitting Neo-Nazi messages from the United States, where such speech is not 
punishable, to Canada or Germany, where its expression is understood to be socially 
inimical.152  Therefore, the failure of the United States Supreme Court to recognize the 
dangers of hate speech causes a significant infringement on public peace of those two 
European countries. 
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53. The Canadian Human Rights Commission has taken tangible steps to prohibit the spread 
of hate messages over the Internet even when the source servers are based in other 
countries.153  Regardless of  the location from which these messages were sent, Canadian 
courts have been granted jurisdiction to try such cases.154  Recent technological 
advancements, such as the Internet, have made it more difficult for law enforcement 
agencies to curb the dissemination of hate messages.155  The Commission has already 
investigated inflammatory Web sites like those maintained by Ernst Zundel and Heritage 
Front.156  These and other supremacists can be tried under the Canadian Human Rights 
Act, which prohibits the technological distribution of hate materials.157  The Act prohibits 
both persons and groups from exploiting telecommunications in order to expose any 
identifiable group to hatred or contempt or to incite others to discriminate.158  Canadian 
judges may now issue warrants to confiscate computer hard drives, CD ROMs, and 
computer discs which were used to spread propaganda punishable under § 319.159 

54. Nothing in the Canadian laws restricts criminal prosecution of hate speech to imminently 
harmful fighting words, nor is the constitutionality of those laws based on their content-
neutrality, as they are in the United States.  Canada has remained a tolerant society while 
forbidding hate mongers from elevating their ideologies to the stage of political debate.  
The crux of Canada’s laws is that a multi-ethnic society is better served by limited 
restrictions on hate speech than by permissiveness with individuals and groups seeking to 
undermine the common good. 

55. Post-WWII Germany has been particularly vigilant in proscribing and penalizing 
dissemination of socially harmful propaganda.  Like Canada, Germany is fundamentally 
committed to preserving freedom of expression, while also being prudent in legislating 
against the spread of intolerance.  Article Five of the German Basic Law, upon which  
Germany’s constitutional system is established, guarantees freedom of expression.  
However, that right is not absolute, being subject to “limitations embodied in the 
provisions of general legislation, statutory provisions for the protection of young persons 
and the citizen’s right to personal respect.”160 
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56. Several German laws reduce the risk of hate speech.  Any individual or group who (1) 
incites others to hate particular segments of the population; (2) advocates “violent or 
arbitrary measures against them”; and (3) insults them, “maliciously exposing them to 
contempt or slandering them” commits a criminal offense.161  Distributing or supplying 
“writings that incite to race hatred or describe cruel or otherwise inhuman acts of 
violence against humans in a manner which glorifies or minimizes such acts of violence 
or represents the cruel or inhuman aspects of the occurrence in a manner offending 
human dignity” are also criminal acts.162  Other German laws,163 likewise, lean toward 
democratic order instead of the unquestioning and historically obtuse doctrine in the 
United States.  Numerous German courts, including the German Constitutional Court, 
have upheld the constitutionality of laws regulating hate propaganda.164 

57. Israel, another vibrant democracy, also enacted several laws against racism and 
ethnocentrism.  Persons who incite others to racism and negate the democratic state of 
Israel are prohibited from participating in national elections.165  Anyone possessing 
inflammatory materials for later distribution may be imprisoned for one year, and anyone 
who published materials “with the purpose of inciting to racism” may be imprisoned for 
up to five years.166  In Israel, unlike England, conviction is only possible if the 
prosecution proves that the accused had the requisite mens rea.167  Scandinavian 
countries like Denmark, Finland, Sweden, and Norway have also enacted prohibitions 
against hate propaganda.168 
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58. This brief survey of the criminal laws of other Western democracies makes it clear that 
the United States is following an anomalous pure speech jurisprudence. A variety of 
governments understand that the intentional spread of bias against insular groups is 
detrimental to society.  Democracies generally recognize that preserving human rights 
supersedes a bigot’s desire to spread instigatory vitriol.  Representative government is 
only weakened by an unrestricted freedom on speech which comes at the expense of 
outgroup security.  Speech that is purposefully, recklessly, or knowingly designed to 
suppress outgroup enjoyment of a country’s privileges and immunities is antagonistic to 
social contract ideals. Surveying the history of racism in the United States, from Native 
American dislocation, to slavery, to Japanese internment, makes clear that here, as in 
other democracies, intolerance and persecution can exist in spite of a constitutional 
commitment to fairness and equality.  Enacting narrowly tailored laws against hate 
speech can prevent socially regressive forces from establishing effective movements. 

V. Methods for Regulating Hate Speech on the Internet 

59. The United States’ moralistic stance against any limits on fighting words, except those 
which are content-neutral and control only imminently harmful acts, obsequiously 
protects free speech more than any other constitutional right. When speech intentionally 
threatens the autonomy of identifiable groups, especially those groups in less favorable 
social positions, some limitations must be placed on its expression.  The new information 
transmission technologies should not become unbridled forums for fascist and terrorist 
indoctrination. 

60. The Internet is a vehicle for progressive and regressive thought. On the one hand, it 
offers a forum for sharing a plethora of beneficial ideas. Many individuals or 
organizations whose messages are disseminated over the Internet could not otherwise 
afford to reach the multifaceted audience that Web pages attract. The relative ease with 
which Web sites can be designed makes a political forum available to persons whose 
views would otherwise be buried in the often money-driven commercial news media. On 
the other hand, hate groups have also come to rely on this new communications medium 
to threaten representative democracies. They have found in Web and e-mail carriers a 
national and international forum for hate speech. The indoctrinating reach of terrorist 
organizations is greater than ever. The spread of bias invective on such a grand scale is 
menacing and detrimental to the fundamental rights of outgroups.169  Reliance on social 
norms, townhouse meetings, and computer architectures170 to control the resulting social 
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harms are too unreliable given that the consequence at which hate groups aim is the 
persecution of identifiable groups. Statutes that weigh the individual rights of the subjects 
and objects of communications are the most reliable alternatives for curtailing the 
distribution of hate speech intended to energize audiences to commit violent and 
denigrating acts. Free speech may be limited when it is intentionally manipulated to 
negatively impact people’s fundamental rights.171 

61. This Part suggests adopting both a criminal law and an international treaty prohibiting 
individuals and organizations from transmitting hate speech over the Internet. It begins 
with a technical description of Internet systems. I then evaluate the viability of dealing 
with hate speech through commercially available solutions. Next, I propose a cause of 
action and conclude with a brief discussion of jurisdictional issues. 

A. Transmission and Reception of the Internet 

62. The line of Internet transmission occurs through a series of physical processes, the source 
of which can be traced through modern technologies. Persons who send materials or post 
Web pages originating from a specific place are subject to the laws of that jurisdiction. 
Laws prohibiting expressions which are unprotected by the First Amendment, such as 
threats against the President, libel, and copyright theft, can readily be enforced against 
Internet users. Likewise, I argue that the purposeful promotion of bias crimes over the 
Internet should also be punished, so long as the message’s originator had the requisite 
mens rea, and a court finds there is a substantial likelihood that the solicited crime will be 
perpetrated.172 
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liable the publisher of an article about autoerotic asphyxiation because the ideas in the article were not inciteful and, 



63. The Internet, which today is a global network, was developed through research grants 
from the U.S. Department of Defense’s Advanced Research Projects Agency. During the 
early years of its existence, only those computer science departments which were funded 
by the Department of Defense were granted access to the network.173  The Advanced 
Research Project Agency Network (ARPANET), as the network was known during the 
early years of its development, became operational in 1969 and was used to send data 
between computers at the University of California at Los Angeles, the University of 
California at Santa Barbara, Stanford Research Institute, and the University of Utah.174  
Early experiments provided crucial information about the use of protocols for exchanging 
messages between various computer terminals.175  One of the researchers’ primary goals 
was to develop a system for maintaining communication links between distant locations 
even in cases when an electrical rout had been destroyed.176  They developed a system for 
automatically rerouting electronic transmissions to avoid the inevitable disruptions that 
could occur from normal power outages or “military attack[s].”177  This would ensure 
uninterrupted communications during times of national crisis and reduce the risks 
associated with electrical malfunction. 

64. A major move toward popularizing interactive networks occurred in 1979 when 
researchers established the USENET for computer labs that were not funded by the 
Department of Defense.178 The USENET is made up of forums for interactive discussions 
on specified subjects.179 All persons or organizations with access to a USENET can post 
messages on a particular server, which then automatically distributes them to other 
servers. 180 Anyone with access to the USENET can view and reply to messages posted 
there.  

65. Numerous Internet systems have been developed based on the protocol systems of the 
early networks. They include: “(1) one-to-one messaging (such as ‘e-mail’), (2) one-to-
many messaging (such as ‘listserv’) … (3) real time communication (such as ‘Internet 
Relay Chat’), (4) real time remote computer utilization (such as ‘telnet’), and [5] remote 
information retrieval (such as … ‘World Wide Web’).”181 The Internet is composed of a 
series of interconnected computer networks. Electronic mail (e-mail) users transmit 
information from a specific source, whether individual or organizational, to designated 
computers.  Listserv is an automatic mailing system. When a message is received at one 
computer server, it is automatically forwarded to a list of subscribers.182 Real time 
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communications facilitate almost immediate exchange of information between 
computers, similar to telephone conversations.183 Telnet receives data information, which 
is then saved on another computer. Many libraries use telnet communications to post 
their library catalogs. 

66. Remote information retrieval is perhaps the most popular form of Internet 
communication and includes the World Wide Web (Web). The European Particle Physics 
Laboratory developed the Web to propagate technical information about high energy 
physics.184  The Web has now become popular in all academic circles, in the humanities 
and hard and social sciences, and outside of them, where it is commonly used for 
commercial and entertainment purposes. The data is stored in numerous computers, run 
both by companies and private individuals, and accessible by unique addresses, known as 
links.185 Speeches and other live events can also be broadcast on the Web, making it an 
ideal medium for spreading political views or incitements. 

67. The Internet is composed of interrelated computer networks that do not discriminate 
between groups inciting violence against vulnerable groups and political organizations 
promoting policies for social improvement. Without regulations, e-mails or listservs can 
be manipulated by terrorists or otherwise criminal individuals who intentionally 
disseminate encrypted or publicly accessible messages to subscribers or persons who 
happen upon their Web sites by chance. These communications can be traced to their 
sources by following the electrical rout of the messages. In order to determine who 
transmitted terrorist documents, investigators must understand the physical processes 
involved in sending them. 

68. Messages are transmitted over the Internet through Open Systems Interconnection (OSI), 
which is an internationally recognized common reference model for relaying data 
between telecommunications locations.186 This algorithmic model was created to simplify 
the complex operations involved in multi-layered communications. The simplification 
occurs through seven layers designated to receive input and obtain responses from the 
preceding stages of transmission.187 The layers function on a variety of software and 
hardware levels. They are: “[A] Layer 7: The application layer … [B] Layer 6: The 
presentation layer … [C] Layer 5: The session layer … [D] Layer 4: The transport layer; 
… [E] Layer 3: The network layer … [F] Layer 2: The data-link layer … [G] Layer 1: 
The physical layer.”188 The established rules used by each layer for communicating 
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between points of transmission and reception are known as “protocols.”189 These 
protocols are the Internet’s fundamental building blocks. The standardization of these 
rules throughout the world has made interactions possible between users with differing 
software and hardware. 

69. The Web application layer uses the Hypertext Transmission Protocol (HTTP) 
presentation layer. This protocol includes rules for exchanging or delivering multimedia 
files, including those containing text or video images.190 The HTTP daemon is a Web 
browser program, such as Netscape Communicator or Internet Explorer, which is 
designed to send requests for data-streams from server machines.191 Within the files that 
are transmitted by HTTP, writers can embed links to various Internet servers.192  Internet 
users can access a broad body of knowledge stored on a variety of electronically linked 
computers. HTTP uses a computer language known as Hypertext Markup Language 
(HTML) for determining how Web pages are to be displayed.193 

70. HTML documents sent over the Internet are broken up into various units of data known 
as “datagrams” and physical parts called “packets.”194 The server computer divides a 
complete file into datagrams. The message is reassembled when it is arrives at the 
destination. Both of these operations occur at the transport layer, known as Transmission 
Control Protocol (TCP).195 Even though the datagrams of a particular message all have a 
common place and time of origin, they can be sent to the destination by various routing 
computers. The destinations to which the datagrams are sent have unique Internet 
Protocols (IP).196 Each computer connected to the Internet has its own IP address 
identifier.  Some of these addresses are static, constantly remaining assigned to one 
computer, and others are dynamic, randomly reassigned to users by servers.  The packets 
that arrive to designated locations contain senders’ and receivers’ addresses.197 
Therefore, e-mails or Web pages are readily traceable, and it is feasible to determine the 
origin of a message even though it was sent through various routers.  Even when the IP is 
dynamic, servers typically keep a log identifying which users were assigned which IP 
during a particular usage time.  This two-layer process of TCP data assembling and IP 
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identifying the sender(s) and receiver(s) is often referred to by the acronym TCP/IP.  The 
data-link layer divides datagrams into eight-bit chunks known as octets.  This layer gives 
a definite meaning to an otherwise meaningless stream of data.198 

71. Lastly, the physical layer electrically and mechanically conveys data.199 Hardware sends 
and receives data packages.200 Electromagnetic waves are the medium used to 
communicate information through the Internet. Communication is accomplished by 
altering the amplitudes, frequencies, or phases of waves.201 Outgoing and incoming data 
are represented through digital information, a bit value of one or a bit value of zero, 
denoting the absence or presence of electrical charge.202 Electromagnetic waves 
transmitting data are sent from servers through continuously alternating electric and 
magnetic fields.203 The transmitted oscillations cause disturbances in physical 
apparatuses at the receiving end. The oscillations from the transmitting end are mimicked 
at the place of reception. There are a variety of physical network media, like Ethernet or 
Token Ring, available for transforming electrical charges into the lines, letters, and 
pictures which appear on computer screens. 

72. Internet data can be traced back to persons or organizations. A stream of electronic 
symbols crossing borders is part of an event that originates when someone communicates 
data. After data is sent, it is saved for a time on a server. From there, it is accessible to 
other users whom it can affect.  The effects include linking users to other Web resources, 
introducing persons with similar interests, and stimulating receivers to act on inciteful 
messages. Given a specific message, its constitutive information, pathway, frequency, 
magnitude, and vector can be measured. Therefore, its source, intermediate locations, and 
final destination(s) can be determined. 

73. The data’s originator influences the entire route of transmission, including the temporary 
or permanent storage on a server and its influence on persons who subsequently access 
the document. S/he is at least partially responsible for consequences arising from the 
original electromagnetic stream replication. Thus, persons who use the Internet for illegal 
purposes can be identified and sued. Before formulating a cause of action against hate 
speech on the Internet, the next section discusses some of the currently available, but 
inadequate, protections against groups seeking to entice Internet audiences with 
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inflammatory, bias propaganda. 

B. Commercial Solutions 

74. Currently, there are several commercially available filtering devices which enable 
Internet users to block sites based on their contents.204 Some authors believe those 
commercial devices are adequate and that the government need not and should not 
regulate the Internet.205 They argue that individuals can purchase and activate any 
available filtering software that reflects their personal moral or social perspectives.206 
The filters are considered preferable to regulations, and less likely to raise freedom of 
expression issues , because companies, groups, and individuals, rather than the 
government, maintain control over message transmissions and receptions.207 Support for 
this view increased.208 

75. Among the growing number of fairly effective filtering devices are NetNanny, SurfWatch 
CyberPatrol, and HateFilter.209 These empower parents and employers wanting to prevent 
children and employees from browsing Internet sites with objectionable messages. The 
software functions by scanning Web pages for specific words or graphic designs and then 
restricting user access to them. For example, when it is activated, the HateFilter denies 
access to Internet sites “advocat[ing] hatred, bigotry or violence against Jews, minorities 
and homosexuals.”210 These devices, however, sometimes cast too wide a net, 
unnecessarily blocking out nondiscriminatory and inoffensive Web sites. America 
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Online, for instance, once prevented its subscribers from accessing sites containing the 
word “breast.”211 This well-meaning attempt to prevent children from accessing 
pornographic sites had serious, unexpected results. For instance, the restriction on 
accessible resources blocked any files related to important subjects such as breast 
cancer.212 Similarly, blocking out hate propaganda through word and phrase sensitive 
filters is a good start, but the down side might be that persons conducting educational 
research on the Internet will be unable to obtain scholarly or otherwise innocuous 
information.  Students will be blocked from accessing sites containing racist terms but 
posing no danger of inciting anyone to commit bias acts. 

76. In their current state of development, the filters contain numerous inaccurate filters: 
Among the sites CyberPatrol designates as depicting “FullNude” and/or “SexActs” are 
(1) MIT Project on Mathematics and Computation; (2) The National Academy of Clinical 
Biochemistry; (3) Department of Computer Science, Queen Mary & Westfield College; 
and (4) Chiba Institute of Technology in Japan.213 The inaccuracy with which automatic 
tools filter out useful materials also denies users access to subjects completely unrelated 
to bigotry.214 

77. Organizations, both commercial and not-for-profit, design these filtering devices 
pursuant to a variety of marketing or altruistic aims. The purchasers of filtering devices 
usually neither know precisely what sites they block nor the architectural principles that 
software designers used because that information is considered proprietary.215 

78. Besides the technical problems of regulating hate speech with filters, anyone not running 
one of the devices can browse to the growing number of Web pages promoting prejudice. 
The many hate groups actively maintaining listservs and newsgroups continue advocating 
violence and the use of terrorism to any bigots interested in meeting and organizing with 
like minded persons.216 Filtering devices are inadequate for repelling the socially 
destabilizing force of hate messages. The filters do not prevent violently-minded people 
from accessing those hate-filled Internet sites to draw ideological sustenance, further 
inflame their bigotry, and organize terror networks. Only legislation prohibiting 
intentionally dangerous forms of hate speech, not just voluntary purchases and 
installations of commercial products, is necessary to protect individual rights and to 
guarantee social welfare. The next section proffers such a law. 

79. Although well-intentioned, the other available commercial alternatives are no less porous 
at preventing harms associated with hate speech. Some Internet service providers, such as 
America Online, have instituted a policy against allowing subscribers to engage in hate 

                                                 
211 Krantz, supra note 209, at 48. 
212 Id. 
213 The Censorware Project, Blacklisted by Cyber Patrol: From Ada to Yoyo, at 
http://censorware.net/reports/cyberpatrol/intro.html (last visited Apr. 19, 2001). 
214 See Jonathan Weinberg, Rating the Net, 19 HASTINGS COMM. & ENT. L.J. 453, 455-56 (1997). 
215 See R. Polk Wagner, Filters and the First Amendment, 83 MINN. L. REV. 755, 763 (1999). 
216 Weintraub-Reiter, supra note 205, at 170. 

http://censorware.net/reports/cyberpatrol/intro.html


speech.217 America Online can cancel the accounts of persons or groups violating the 
policy.218 However, the vast number of messages that bombard America Online and 
search engines like Yahoo! make them unwilling breeding grounds for neo-Nazi 
groups.219 Nevertheless, a French court recently ordered Yahoo! to block an auction of 
Nazi memorabilia from reaching browsers in France because such commercial activities 
are illegal there.220 This case is novel because it imposed French law on a Web site 
located outside the country.221 It is too early to determine whether this case will 
withstand the test of time in France or be followed in other countries with laws against 
hate speech.222 In fact, a French judge ruled on November 6, 2001 that a French Internet 
service was not required to block Front14.org, a U.S. based Web site spreading online 
hate speech; the web site no longer exists so there is no reason to appeal the case.223 

80. The World Wide Web Consortium, an organization hosted by the Massachusetts Institute 
of Technology, created another method for limiting access to Internet sites. The 
Consortium developed software for rating materials in order to categorize them by 
subjects like pornography and violence.224 The system does not actually filter materials; 
instead, it establishes rules for transmitting them.225 The software can be used by 
Organizations, governments, and companies to develop Platform for Internet Content 
Selection (PICS) based systems, tailored to their particular agendas. As with the other 
commercial alternatives, “[t]he idea behind this technological fix is simple: have a 
computer program act as a gatekeeper between the user and the Internet”226 But these 
systems, which work through firewall technology, are far from perfect, especially 
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because they need not be used to protect against the infringement of individual rights. 
The idea that industry will be self-regulating in censoring biased ideology is suspect 
because corporate decisions are often financial and plutocratic not ethical and 
democratic. 

81. Placing in the hands of commercial interests the power to decide whether hate speech 
should be blocked and, if so, the extent to which it should be limited would be a mistake. 
Filters are useful for containing the influence of entities scheming to turn back the 
progress of civil rights; however, they fall short of ensuring civil liberties because they 
rely on private organizations to bear the standard of justice. For-profit companies are not 
beholden to humanistic principles, like the advancement of equality, because their 
interests are private. Even not-for-profit companies have targeted interests.  On the other 
hand, representative democracies are obligated by social contract principles to increase 
overall good while preserving civil rights.227 Delegating core governmental duties to 
private interests opens the way for opportunistic private prejudices, incentives, and 
priorities.228 An elitism based on profession, knowledge, and affiliation has already 
cropped up on Internet sites,229  and recent improvements in video chat technology 
increase the ease of discriminating on the basis of immutable physical characteristics, 
like race and gender, to keep “undesirables” out of chat rooms and Web sites.230 

82. The Internet transmission and membership requirements are likely to fall most adversely 
on historically denigrated groups, which have suffered the greatest brunt of degrading 
and inciteful speech.231 When the false and exaggerated misrepresentations of outgroups 
are based on historically developed stereotypes, they pose the greatest threat of harm 
because they are so catalytic to hate group unity. Several telling examples of culturally 
imbedded depictions portray Jews as ruthlessly power hungry, blacks as uncontrollably 
sex-depraved, Native Americans as drunken savages, gypsies as thieves, and 
homosexuals as pederastic. Web sites that are designed to perpetuate these sorts of 
stereotypes232 and to induce others to act against the objects of the defamatory statements 
have an impact on real people. Their influence is not merely on some ephemeral 
computer network but on a real world where ideology turns into actions and reactions. 
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Bias crime is the end result of averse paradigms about minorities coupled with the 
promotion of actions against them.233 Orators calling for oppression and persecution 
against identifiable groups increase racial and ethnic tensions.234 The potential dangers to 
harmonious democratic order and the long hand reach of terrorist groups engaging in 
systematic hate propaganda call for laws punishing its dissemination.235 

C. Establishing a Cause of Action 

83. States should enact criminal statutes prohibiting the dissemination of hate speech on the 
Internet because of the significant danger it poses to democratic communities and the 
ineffectiveness of commercial devices in preventing it. One of the foremost experts on 
the causes and preventions of bigotry, Gordon Allport, has pointed out that since it is 
evident that discriminatory legislation augments prejudices, it is logical to infer that the 
enactment of laws prohibiting discrimination will decrease the incidence of prejudice.236 
Desegregation reshaped conventional sensibility: interacting as equals brought out the 
fallacies of racist preconceptions. Even more than civil anti-discrimination laws, criminal 
laws manifest public discontent with culpable behavior and influence citizens’ 
perceptions of what constitutes moral behavior in multiethnic societies.237 

84. Hate speech, on the other hand, tends to legitimize racism by advocating intolerance 
based on long-standing prejudices. Throughout the course of history, in a wide variety of 
cultures, widespread hate propaganda paved the way for a broad participation in crimes 
against humanity. The Nazis relied on many slogans that had been developed in the 
decades before their assent to power. These were readily recognized and believed by 
common Germans. For instance, the infamous Nazi propagandist Julius Streicher, who 
was eventually sentenced to death by the Nuremberg War Crimes Tribunal for his 
incitements in the savagely anti-Semitic newspaper Der Stürmer,238 ordered that posters 
be raised throughout the Third Reich with the inflammatory message “Die Juden sind 
unser Unglück” (“The Jews are our misfortune”).239 This slogan was a verbatim 
restatement of an 1879 slogan of Heinrich von Treitschke, a well-known university 
professor who helped legitimize anti-Semitism in German intellectual circles.240 
Similarly, discrimination against blacks developed among the British even before they 
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practiced systematic black slavery.241 “When slavery did become embodied in law, it 
could not help but reflect the folk bias within the framework of which it developed.”242 
The religious dogma that Africans were Ham’s progeny who were accursed to slavery 
because of their progenitor’s sin, and the secular dogma of their purported biological 
inferiority were found, in somewhat modified forms, in literature from the sixteenth 
century until the Civil War.243 Images of Native Americans portraying them as nomadic 
hunters, who were not tied to any particular land nor had any real property interests, were 
instrumental to passing and carrying out forced Indian Removal.244 Modern day injustices 
such as the slave trade in Mauritania, Sudan, and Saudi Arabia continue using ancient 
Arabic folklore purporting the inferiority of blacks.245 

85. Some laissez-faire is preferable for commercial transactions, but the stakes are higher in 
protecting civil rights because they pertain to fundamental liberties that the federal 
government must assure against infringement.246 Laws can help reduce intolerance by 
altering social outlooks.247 Criminal laws in particular are official declarations that can 
have lasting effects in equalizing outgroups’ status by shaping social mores.248 Strong 
legislation will deter unprincipled groups who might otherwise carry out schemes 
intended to undermine equitable justice and democratic institutions.249 A representative 
government, such as the one embodied in the United States’ constitutional framework, is 
formed to assure that majorities will not arbitrarily exercise their power.250 

86. Carefully tailored legislation should be enacted even though, like any other law, it may 
fall short of complete effectiveness.251 Legislators should not be deterred by a blind zeal 
for speech from enacting laws narrowly tailored to further the compelling state interest of 
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safeguarding liberal democracy.252  Society’s interest in stability and diversity outweighs 
bigots’ interest in using new technologies to destroy constitutional institutions. 

87. Below is a model law against the dissemination of hate speech on the Internet, taking into 
account the trans-boarder audience that electronic medium can affect:253 

(1) Any Internet user who; 

(2) Advocates the perpetration of hate crimes; 

(3) Where the communicator intended the message to instigate those 
crimes; and 

(4) Where it was reasonably foreseeable or substantially probable 
that such advocacy would elicit the solicited response; and 

(5) Where the message(s) affected persons in this jurisdiction or the 
user sent the message(s) in question from this jurisdiction; 

(6) Shall be imprisoned for at least three months and not more than 
three years;254 

(7) Community service, not to exceed four hundred hours, may be 
imposed in addition to the term of imprisonment. 

(8) This section shall not apply to any Internet Service Provider 
which unintentionally carried the data on its network.255 

D. Personal Jurisdiction and Extradition 

88. As with any other criminal matter, only courts with personal jurisdiction over a defendant 
could adjudicate the proposed Internet hate speech statute. In the United States, criminal 
laws require that trials commence in the defendant’s presence.256 There are a few 
exceptions which permit trials to be litigated even though the defendant is unable to 
attend court throughout the proceedings.257 Ordinarily, however, courts will only have 
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jurisdiction over Internet hate propaganda cases when a defendant is present in their 
jurisdictions, either because s/he resides there or was extradited there from abroad.258 

89. Given the current state of United States common law on fighting words,259 it is unlikely 
that my proposed statute will be enacted in the United States. An extradition treaty offers 
the best hope for bringing to justice the disseminators of Internet hate speech. The United 
States should become a signatory to such a treaty, especially because most hate groups 
using the Internet transmit hate speech from the United States to European countries 
where hate speech is illegal. Since this country does not recognize hate speech to be 
criminal it will probably qualify its treaty participation as only valid in cases where 
incitements pose an imminent threat of harm. The U.S. should handle these cases as any 
other extradition matters. 

90. Extradition is a form of international law facilitating the surrender of criminals from one 
sovereignty to another.260 An extradition treaty must meet the several goals of signatory 
parties, including provisions for obtaining evidence that was gathered by the extraditing 
country and mechanisms for cooperating between governmental bodies.261 Generally, 
countries will only extradite criminals to those countries that would reciprocate the 
surrender of culprits in similar circumstances. The requesting nation obtains jurisdiction 
after the defendant is arrested in a different sovereignty and then removed to the 
requesting state.262 Traditionally, extradition treaties were limited to listed offenses.263 
Signatories were only obligated to hand over persons who committed the enumerated 
acts.264  However, the recent trend, in the United States, has been to make extradition 
available when “the offense is punishable by a specified minimum sentence.”265 

91. Extradition occurs after the accused has presented a case to an extraditing magistrate or 
judge who determines that s/he committed an extraditable offense. In the United States, 
the quantum of proof in extradition hearings is lower than the “beyond a reasonable 
doubt” standard required for a criminal conviction.266 U.S. law provides that: 
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Whenever there is a treaty or convention for extradition between the 
United States and any foreign government … any justice or judge of 
the United States, or any magistrate judge authorized so to do by a 
court of the United States, or any judge of a court of record of general 
jurisdiction of any State, may, upon complaint made under oath, 
charging any person found within his jurisdiction, with having 
committed within the jurisdiction of any such foreign government 
any of the crimes provided for by such treaty or convention … issue 
his warrant for the apprehension of the person so charged, that he 
may be brought before such justice, judge, or magistrate judge, to the 
end that the evidence of criminality may be heard and considered.267 

Extradition is only proper in cases where there is at least probable cause to believe that 
the defendant committed a crime and that the wanted person has been properly 
identified.268 

92. An international treaty against cybercrime with a hate speech component would be the 
best way of assuring that smooth extradition procedures reflect policies of the requesting 
and extraditing states.269 In fact, some countries, such as France, Germany, and Italy, 
have already begun working together to prevent cybercrime and assuring prosecution in 
cases where fugitives have fled from one country to another in an attempt to elude arrest 
for computer crimes.270 Pursuant to this type of alternative, the requesting nation can 
obtain jurisdiction after the defendant has been arrested in a different sovereignty.271 The 
defendant could only be arrested in those states or countries where incitement is a 
crime.272 The proper venue for trying such cases would either be where the crime was 
committed or, where the crime affects several districts, the defendant can be tried in any 
of the affected districts.273 

93. Jurisdiction should not be limited to the country where a crime was perpetrated. The 
United States can try citizens or noncitizens for actions committed outside this country 
that have consequences within it.274 It is a well-established principle here that a state has 
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the jurisdiction to punish acts taken outside the jurisdiction but intended to affect or 
affecting someone or something within it.275 A nation has an extraterritorial right to 
protect its interest from criminal acts undertaken outside its limits.276 A person is subject 
to extradition if s/he transmits hate speech from a computer in one sovereignty to 
another, where the sender knew the message violated a significant public interest277 – 
such as the maintenance of intergroup tranquility. 

94. The sovereignty from which the message was sent will also have jurisdiction to 
adjudicate actions brought under the model criminal statute proposed in Part V. The 
source can be determined by tracing the message to its originating IP address and 
investigating who used that protocol on the date and time of posting. Of course, the trial 
court will also need to evaluate whether the defendant violated all the elements of the 
statute, including the criminal culpability requirement. As a consequence of R.A.V., the 
United States is unlikely to extradite the purveyors of hate speech to countries like 
Germany and Canada, where such expressions are illegal even when they do not pose a 
clear and present danger. Therefore, initially, there should be a judicial reevaluation in 
the United States of the hate speech doctrine. Only then will hate groups cease to exploit 
this country as a safe harbor for transmitting messages via the Internet to countries where 
their acts are criminally punishable. 

VI. Conclusion 

95. The Internet contains an abundance of democratically progressive and regressive ideas. 
The rapid availability of vast information resources, which previously took strenuous 
research to accumulate, is awe-inspiring. On the other hand, the Internet is also a 
breeding ground for hate groups which recruit supporters willing to commit bias crimes. 
The instigation of racial animus is not conducive to representative democracy; instead, it 
catalyzes irrational prejudices. Incendiary propaganda intended to snuff out minority 
rights threatens civil liberties. Inciteful messages terrorize outgroups and further the 
political aspirations of organizations bent on separatist and violent solutions. 

96. When hate speech is broadcast over the Internet, it increases the influence of previously 
isolated groups. Laws should be enacted against any Internet hate propaganda which is 
substantially likely to cause discrimination against an outgroup. Passing both criminal 
laws and an extradition treaty preventing the international dissemination of hate speech 
on the information superhighway could diminish the reach of hate groups using that 
global network. The European Commission, which is the European Union’s executive 
branch, recently proposed to harmonize its members’ laws against racist crimes generally 
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and the dissemination of racist materials specifically.278 The Commission found it 
“difficult to prosecute those who disseminate racist material on the Internet because racist 
sites often are located in non-EU countries, particularly in the United States, where they 
are protected as free speech.”279 The reluctance of United States courts to recognize the 
danger hate speech poses, a danger which other democracies have long acknowledged, 
will weaken such a compact because hate groups will continue operating Web sites from 
the United States and disseminating their messages extraterritorially. 
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